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Agenda

1.| What is local-only?

2. Example 1: unsupervised bias detection

3.| Example 2: synthetic data generation

4.1 Q&A

Webinar - Open-source tools for Al validation

Activities NGO Algorithm Audit

< Knowledge

[ ] commissions

@ Project work

platform responsible use ,Of algorithms, e.g., white
papers and public standards
° Advising on ethical issues that arise in concrete
SERR Normative advice  algorithmic practice through deliberative and

Technical tools

Bringing together experts and knowledge to
foster the collective learning process on the

diverse normative advice commissions,

resulting in algoprudence

Implementing and testing technical tools to
detect and mitigate bias, e.g., unsupervised
bias detection tool and synthetic data

generation

Support for specific questions from public and
private sector organisations regarding
responsible use of Al

Innovation grant

"

Dienst Uitvoering Onderwijs &{%% Ministerie van Binnenlandse Zaken en
Ministerie van Onderwijs, Cultuur en +><34 Koninkrijksrelaties

Wetenschap



https://algorithmaudit.eu/technical-tools/bdt/
https://algorithmaudit.eu/technical-tools/bdt/
https://algorithmaudit.eu/technical-tools/sdg/
https://algorithmaudit.eu/technical-tools/sdg/
https://algorithmaudit.eu/knowledge-platform/knowledge-base/
https://algorithmaudit.eu/knowledge-platform/knowledge-base/
https://algorithmaudit.eu/knowledge-platform/knowledge-base/
https://algorithmaudit.eu/knowledge-platform/project-work/
https://algorithmaudit.eu/algoprudence/

S Algorithm
Audit

atl O

What is local-only?

Example 1: unsupervised bias detection

Example 2: synthetic data generation

Q&A




How does local-only relate to cloud-based software?

Characteristic Cloud solution Local-only tool

Data processing & Data is processed on external server
outside the organisation’s control

Service .

reliability & Service shuts down? Lose everything!
s &) Recurring costs for compute, storage,
structure and data transfer

Version control @ Centrally managed, use of Docker image

for dependencies

Webinar - Open-source tools for Al validation

& Data processed on the local computer,
confidentiality ensured

& Works completely offline once loaded

& No ongoing server costs, bandwidth charges, or
usage fees

Centrally managed, all software is loaded in the
browser/web app
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III What are local-only tools? %é

Technical architecture local-only tools

N
Organisation
Browser
(intranet)
Web app host
Webassembly
unsupervised
Python bias detection
o — worker ekl
a —> = synthetic data
generation
user data . web app External open-source
pip package software
i package P unsupervised-
PP P g9¢ bias-detection
: thon-
pip package S;lnthpop f
\_ J

Webinar - Open-source tools for Al validation 5
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How to install local-only tools?

1. Cline codebase

git clone [repository-url]
cd [your-repository-directory]

2. Install dependencies The open-source European Union Public
Licence v1.2 allows the use, modification, and
npm install further sharing of the tools, provided that:

The same license is used

The original developers are credited
Offline/online access to the codebase is
maintained

3. Building for production

npm run build
4. Host on intranet or cloud tenant

link/ur'l

Webinar - Open-source tools for Al validation 6
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What is unsupervised bias detection?

Goal: identifying groups where an Al system or algorithm shows deviating performance if demographic data are not
available

°o°§°§° Anomaly detection — Identifying structural deviations of an algorithm or Al system
! ) Works for all algorithmic systems as bias variable, used to measure
@"EE]'_) Model agnostic deviations, can be defined depening on the context

Briding quantitative and |dentifies systematic deviations in large datasets. Serves as a starting
/N qualitative dimension of Al point for domain experts for context-dependent follow-up research

Webinar - Open-source tools for Al validation




Steps performed by unsupervised bias detection tool

T | | Avare Clterng

Data Parameters 7 oo
- Dataset - Number of iterations 000 H H H i
—
© Typoof data e ety @ 280 Methodology described in scientific
- Bias variable - Bias variable \ i i
, _ re-print [link]
Interpretation — cluster centroids pre-p -
Test
o data
| ]
—— T | AUDITING A DUTCH PUBLIC SECTOR R1SK PROFILING
—— estin C Uster o . o ALGORITHM USING AN
dﬁ: g rt no statlstlcally SIgnlflcant UNSUPERVISED B1AS DETECTION ToOL
) ! _erencgs wrt. difference in outcome labels Arazs
bias variable LT s S
prepared by user of the tool T o e e e
statistically significant Fireryor S vy R sy Ly )
difference in outcome labels § parisorlgoritmmandit. e infotaigeritmandi.an

May 6,205

ABSTRACT

Testing cluster

differences wrt.

‘roups. However, data on
This

are unavailable. We collaborate with the Dutch Executive Agency for Education o andit an algo-
hat therlands

arXiv:2502.01713v2 [cs.CY] 5 May 2025

features

e O et
/ \ B o o
ko

- - - I P —

statistically significant no statistically significant o )
feature difference feature difference . . .
5 i . e, o e o e et e G 115 6 501 s

“Comesponding author

Webinar - Open-source tools for Al validation 9


https://arxiv.org/pdf/2502.01713

E’ Example 1: unsupervised bias detection

Single software module, ready for local use and customizable for various organizations

& Web app - Unsupervised bias detectie tool [)

——  Available as demo on
Algorithm Audit’s

website

Available as pip
’ package

unsupervised-bias-

detection

Source code
available on Github

Data

sDataset D === === = = s e e e e e e e e e e e e e e e e e e e e ——mm - —

:

1

! Sleep een csv-bestand hierheen, klik om een eigen bestand te selecteren of gebruik de "Demo
! dataset" knop

1
1

_________________________________________________________

Type data ®
Categorische data

Numerieke data

Gelijkheidsmetriek ©

Selecteer een kolom v

Probeer het uit!

Geen dataset bij de hand? Gebruik onze demoset.

Parameters

Iteraties (10) ©®

Minimale clustergrootte (25) ®

Interpretatie van gelijkheidsmetriek ©

v Lagere waarde van gelijkheidsmetriek is beter, bijv. foutpercentage

Hogere waarde van gelijkheidsmetriek is beter, bijv. nauwkeurigheid

Webinar — Open-source tools for Al validation

Start analyse >

Demo dataset

10


https://pypi.org/project/unsupervised-bias-detection/
https://pypi.org/project/unsupervised-bias-detection/
https://algorithmaudit.eu/technical-tools/bdt/
https://github.com/NGO-Algorithm-Audit/DUO-CUB
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What is synthetic data?

Goal: artificial data that replicates the statistical characteristics of the original dataset at a group level without

containing any personal data

N

»
l

Privacy preserving —

Open data

Al Act -

[y

Webinar - Open-source tools for Al validation

Residual risks for privacy violations can be managed, same risk when
computing aggregation statistics [memo DUO]

Insights into the representativeness of a dataset without sharing
personal data

Art. 10(5): first explore the possibilities of using synthetic data instead of
directly processing “special categories of personal data"

12


https://nicpet.pleio.nl/attachment/entity/aedb6634-6d77-4a44-9ac2-275bc693eefb
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Synthetic data generation process

step 1 — attach data step 2 — preprocessing step 3 — synthesizer
-
= detecting data types

- Missing at Random (MAR)
— Missing Completely at Random
(MCAR)

- Missing Not at Random (MNAR) fit synthesizer

— CART
— Gaussian copula

\\\\\\‘ detecting missing data, incl. type

step 1 - user input
handling missing data (GC)

— CART - impute

— Gaussian copula _
transform all data to numerical

number of synthetic data points format

Webinar - Open-source tools for Al validation 13
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Stappen synthetische data generatie

step 4 — post—-processing step 5 — evaluation of the step 6 — download
generated data

Create:
— Diagnostic report
transform numerical data back ~ Efflcacy mitflcs Eownsgﬁd;' data (csv)
to the original format rivacy metrics synthetic data (csv

- evaluation report (pdf)
Export metrics to evaluation

report

Webinar - Open-source tools for Al validation 14
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Example 2: synthetic data generation %é

Single software module, ready for local use and customizable for various organizations

Q  Synthetic data generation tool (155

Source data

—— Available as demo on e
Algorithm Audit’s | E

website

Method ®
v CART

Gaussian Copula

Number of synthetic datapoints (1000)

Available as pip
’ package

python-synthpop Try itout!

No dataset at hand? Use our demo dataset.

Try it out

Source code :
available on Github v

Fill in the form to beain.

Webinar — Open-source tools for Al validation 15


https://pypi.org/project/python-synthpop/
https://pypi.org/project/python-synthpop/
https://algorithmaudit.eu/technical-tools/sdg/
https://github.com/NGO-Algorithm-Audit/python-synthpop

Algorithm
Audit

Help to develop open-source local-only tools further

New features

Feedback on existing web apps > Open issue in Github
> Clone and prepare PR
Datasets raising error > Send email to info@algorithmaudit.eu
How error messaging can be improved
for debuggin functionality
Flow web app output
> What can be better/improved?
Documentation website/Github

Usage

> Start using web app locally
> Use pip packages locally

Webinar - Open-source tools for Al validation 16
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www.algorithmaudit.eu

info@algorithmaudit.eu

https://www.linkedin.com/company/algorithm-audit/

https://github.com/NGO-Algorithm-Audit
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